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Study of IPv6 Security Vulnerabilities 

 

1. Introduction to IPv6 

IPv6, sometimes referred as next generation IP, is the new version of the IPv4 protocol that 

defines numeric addresses to devices in a network and allows communication among them. The 

need for a new version of the IP protocol came from some issues associated to IPv4-based 

networks and the growing number of networks that require access to the Internet which has 

created a shortage of IPv4 addresses. In the first trimester of 2011 the ICANN announced that 

the last block available of IPv4 addresses had been assigned. Even though home users may not 

need a public IP address to connect to the Internet, this shortage represents a problem for 

companies and large networks that require public IPv4 addresses. IPv6 solves this problem by 

providing a theoretical maximum of 2^128 addresses. 

 

1.1. IPv6 addressing 

IPv6 addresses are 128 bits long while IPv4 addresses are only 32 bits long. Each IPv6 address is 

written using a total of 32 hexadecimal numbers, grouped in sets of 4 hexadecimal numbers 

separated by colons (fields). A typical IPv6 address would look as follow. 

2001:0db8:3c4d:0004:0213:72ff:fe7b:3cde 

Given that IPv6 addresses can be long to write, there are two ways of reducing the size of their 

representation: (1) “leading 0s” does it by omitting leading consecutive zeros in each field, and 

(2) “All-0s” does it by replacing one group of consecutive fields that contain only zeros with two 

colons (::). Table 1 presents some example of IPv6 addresses and their different representations. 

IPv6 full address IPv6 short form 

2001:0db8:3c4d:0004:0213:72ff:fe7b:3cde 2001:db8:3c4d:4:213:72ff:fe7b:3cde 

2001:0db8:85a3:0000:0000:8a2e:0370:7334 
2001:db8:85a3:0:0:8a2e:370:7334 

2001:db8:85a3::8a2e:370:7334 

ff01:0000:0000:0000:0000:0000:0000:0001 
ff01:0:0:0:0:0:0:1 

ff01::1 

0000:0000:0000:0000:0000:0000:0000:0001 
0:0:0:0:0:0:0:1 

::1 

Table 1: Examples of IPv6 addresses representation 
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1.2. IPv6 prefix 

IPv6 address prefixes divide addresses into a network section and an interface section. IPv6 does 

not use the word host to describe the portion of the IPv6 address designated for hosts, but 

interface since a device (host) may have more than one interface. The standard prefix in IPv6 

splits addresses in two halves of 64 bits each. The left half is the network portion and the one on 

the right is the interface portion. The prefix can vary to assign more bits to the network portion 

and less to the interface portion. However, it is advised to keep an interface portion of 64 bits to 

allow enough space for the auto generation of IPv6 addresses that utilizes the modified EUI-64 

process and requires 64 bits in the interface portion. 

 

The example above shows the structure of an IPv6 address with a prefix of 64 bits. 

 

1.3. IPv6 address types 

The IPv6 protocol defines three main types of IP addresses which include Unicast, Multicast and 

Anycast. The IPv4 broadcasts used for some network functionalities have been replaced by 

special types of Multicast IPv6 address. The IANA has reserved a prefix for each type of IPv6 

address. This also makes it easy to identify an IPv6 address type by its prefix. Table 2 below 

describes some common types of IPv6 addresses and its prefix. 

First 12 bits IPV6 Prefix Allocation Type 

0000 0000 0000 0000 ::/8  Unspecified and loopback Unicast 

0010 0000 0000 0000 2000::/3  Global unicast addresses Unicast/Anycast 

1111 1110 1000 0000 FE80::/10 Link-local unicast addresses Unicast 

1111 1110 0000 0000 FEC0::/7 Unique local unicast addresses Unicast 

1111 1111 0000 0000 FF00::/8 Multicast addresses Multicast 

Table 2: Common IPv6 addresses types and their prefix 

 

1.3.1. Unicast addresses 

1.3.1.1. Global unicast 

Global Unicast addresses are global unique IP addresses that can be routed across the Internet. 

Global Unique addresses are the equivalent of IPv4 Public addresses. As described in Table 2, 

Global Unicast addresses are assigned the range 2000::/3. The format of global unicast address 

enables routing prefix aggregation which helps reduce the size of routing tables. 
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Figure 1: Format of global unicast addresses prefix 

Even though the IETF has not specified prefix lengths for different size networks, the following 

structure is commonly used by RIR’s such as ARIN when assigning global unicast addresses: 

 Registry Prefix: The first 23 bits (/23) define the Regional Internet Registries (RIR’s) to 

which the address belongs to. There are a total of 5 RIRs in the world, and the IANA 

assigns IP address space for each of them using the 23 Register Prefix. 

 ISP Prefix: The following 9 bits (/32) will be used by the corresponding RIR to assign 

blocks of IP addresses to ISPs. The IP address assigned includes the 23-bit prefix of the 

RIR and the following 9 bits uniquely identify the ISP. ISPs communicating with other 

ISPs can just exchange their prefix to route traffic. 

 Site Prefix:  The ISP uses the following 16 bits (/48) to allocate a site prefix to each 

customer making it a 48-bit prefix unique identifier. 

 Subnet: Finally, users can use the following 16 bits to create subnets within their 

organizations. 16 bits allow space enough to create up to 65535 subnets. It also leaves a 

total of 64 bits for interface IDs. 

1.3.1.2. Link-local unicast 

This type of IP addresses are unique and valid within a link only. Traffic from or to these IP 

addresses cannot be routed out to the Internet. These addresses are often self-assigned by an IPv6 

enabled device using the auto-configuration process but can also be configured manually. All 

IPv6 interfaces must have at least a link-local unicast IP address. IPv6 routers advertise their 

link-local IP address on their NDP Router Advertising messages instead of their global unicast. 

1.3.1.3. Site local unicast 

These addresses have been assigned for addressing interfaces within an entire private network 

and are considered the equivalent of IPv4 private addresses. These IP addresses cannot be routed 

to the Internet, yet they are expected to be unique for each organization since there are enough 

IPv6 addresses to do so.  

1.3.1.4. Embedded IPv4 (encoded NSAP addresses) 

These addresses were designed to allow interoperability with IPv4, IPX, and Network Service 

Access Point addresses while transition to IPv6 is in progress.  

 

1.3.2. Multicast addresses 

Multicast addresses identify groups of interfaces, thus they are used to deliver packets to 

multiple interfaces at the same time, similar to multicast addresses in IPv4. Multicast address are 

one-to-many and an IPv6 interface can belong to many multicast groups. The main difference 
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between IPv4 Multicast and IPv6 Multicast addresses is that the latter use network resources 

more efficiently. Also, multicast address in IPv6 replace some of the network functions for 

which IPv4 broadcast address were used. Figure 3 below lists some assigned multicast addresses 

defined by IETF and their scopes. 

 
Figure 3: Permanent Multicast IPv6 Addresses 

Multicasting is important to IPv6 because it is the core of many IPv6 functions like neighbor 

discover or stateless auto configuration. IPv6 multicast addresses are assigned the prefix 

“FF00::/8”. The first and second nibbles are set to all 1; the third nibble is a flag that defines the 

type of multicast address (0 for permanent or 1 for non-permanent); and the fourth nibble sets the 

scope of the address. The scope can be set to one of the following values: 

 1 for an interface scope (i.e. loopback transmission) 

 2 for a link scope 

 3 for subnet-local scope where subnets may span multiple links 

 4 for admin-local scope 

 5 for a site scope 

 8 for an organizational scope (multiple sites of the same organization)  

 E for a global scope.  

For example, a multicast address starting with FF02::/16 is a permanent multicast address (0) 

with a link-local scope (2). Finally, the remaining 112 bits in a multicast address are the 

multicast group ID. 

1.3.3. Anycast addresses 

The IANA has not assigned a specific block of IPv6 addresses for Anycast addresses. IPv6 

Anycast addresses are implemented using global unicast addresses by assigning them to more 

than one interface. When a packet is sent to an Anycast address, it is routed to the nearest 

interface configured with that IP address. In a WAN scope, the distance calculated by the routing 

protocol is used to decide the nearest interface. In a LAN scope, the nearest interface is the first 

neighbor learned by the sender interface. Some characteristics of Anycast addresses are: 
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 Anycast addresses are allocated from the Unicast address space, so they are 

indistinguishable from the unicast address. When assigned to an interface, it must know 

that the IP address is an Anycast address 

 In IPv6, Anycast is defined as a way to send a packet to the nearest interface that is a 

member of the Anycast group, which enables a type of discovery mechanism to the 

nearest point 

 Few Anycast addresses are currently assigned: the router-subnet Anycast and the Mobile 

IPv6 home agent Anycast 

 An Anycast address must not be used as the source address of an IPv6 packet 

 Anycast addresses are seldom used and little experience exists of their usage 

 

1.4. IPv6 Auto-configuration mechanisms 

IPv6 defines two mechanisms for IP address auto-configuration: stateful and stateless. The 

stateless mechanism (SLAAC) enables hosts to generate their own IP addresses. This mechanism 

uses network information advertised by routers in packets called “NDP Router Advertisements”, 

which include the subnet prefix for the link. Hosts receive this information and generate an IPv6 

address combining the prefix and an auto-generated interface identifier. In the absence of routers, 

a host can generate only its link-local addresses. However, link-local addresses are only 

sufficient for communicating among nodes in the same link. 

The stateful mechanism assists hosts to obtain network configuration information from a server 

(DHCPv6 server). The difference between stateless and stateful configuration is that the 

DHCPv6 server that provides stateful service remembers client state from one request to another. 

A stateless service does not keep any state information. DHCPv6 can also be used to allow hosts 

using stateless configuration to obtain additional network information. For this paper, it is 

assumed that stateless mechanism is used when a site is not particularly concerned with the exact 

addresses hosts use, so long as they are unique and properly routable. A DHCPv6 server is used 

when a site requires tighter control over exact address assignments.  

1.4.1. Auto-configuration process 

For the purpose of this paper, it is important to understand the process that a host follows to auto-

configure IPv6 addresses. ORACLE/Sun Microsystems , in its IPv6 Administration Guide, 

describes the auto-configuration process as follow: 

Auto-configuration begins when a multicast-capable interface is enabled, for example, 

during system startup. Nodes, both hosts and routers, begin the auto-configuration 

process by generating a link-local address for the interface. A link-local address is 

formed by appending the interface's identifier to the well-known link-local prefix. 

A node must attempt to verify that a “tentative” link-local address is not already in use 

by another node on the link. After verification, the link-local address can be assigned to 

an interface. Specifically, the node sends a neighbor solicitation message that contains 

the tentative address as the target. If another node is already using that address, the node 
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returns a neighbor advertisement saying that it is using that address. If another node is 

also attempting to use the same address, the node also sends a neighbor solicitation for 

the target. The number of neighbor solicitation transmissions or retransmissions, and the 

delay between consecutive solicitations, are link specific.  

If a node determines that its tentative link-local address is not unique, auto-configuration 

stops and manual configuration of the interface is required. To simplify recovery in this 

instance, an administrator can supply an alternate interface identifier that overrides the 

default identifier. Then, the auto-configuration mechanism can be applied by using the 

new, presumably unique, interface identifier. Alternatively, link-local and other 

addresses need to be configured manually. 

After a node determines that its tentative link-local address is unique, the node assigns 

the address to the interface. At this point, the node has IP-level connectivity with 

neighboring nodes. The remaining auto-configuration steps are performed only by hosts. 

The next phase of auto-configuration involves obtaining a router advertisement or 

determining that no routers are present. If routers are present, the routers send router 

advertisements that specify what type of auto-configuration a host should perform. If no 

routers are present, [a DHCPv6] is invoked. 

Routers send router advertisements periodically. However, the delay between successive 

advertisements is generally longer than a host that performs auto-configuration can wait. 

To obtain an advertisement quickly, a host sends one or more router solicitations to the 

all-routers multicast group. Router advertisements contain two flags that indicate what 

type of auto-configuration should be performed. A “Managed Address Configuration” 

flag indicates whether hosts should use [DHCPv6] to obtain addresses. An “Other 

Stateful Configuration” flag indicates whether hosts should use DHCPv6 to obtain 

additional information, excluding addresses. Router advertisements contain prefix and 

[prefix length] information [used during] the stateless address auto-configuration to 

generate site-local and global addresses. 

[Once an IP address has been defined, it] must be tested for uniqueness prior to their 

assignment to an interface. The uniqueness of an address is determined primarily by the 

interface identifier. Thus, if a node has already verified the uniqueness of a link-local 

address, additional addresses need not be tested individually [if the addresses are 

created from the same interface identifier]. In contrast, all addresses that are obtained 

manually should be tested individually. […] To accelerate the auto-configuration 

process, a host can generate its link-local address, and verify its uniqueness, while the 

host waits for a router advertisement. A router might delay a response to a router 

solicitation for a few seconds. Consequently, the total time necessary to complete auto-

configuration can be significantly longer if the two steps are done serially. 
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2. IPv6 Security 

Before studying Security in IPv6, we’ll provide a brief description of common network level 

attacks. 

 Denial of service (DOS) attack: In this form of attack, the attacker attempts to block 

authorized users access to the specific computer or service. A broadcast flooding attack, 

also known as Smurf attack, is an example of a DOS attack. 

 Man-in-the-middle (MITM) attack: In this attack, an attacker places himself in the middle 

of two hosts that are communicating. The attacker makes sure that all traffic between the 

hosts pass through him and is able to see the entire traffic. Due to the lack of proper 

authentication mechanisms in IPv4, these attacks can be easily accomplished. 

 Fragmentation attacks: These attacks exploit the way certain systems handle large IP 

packets. Ping of death attack is an example of this kind of attack which uses many small 

fragmented ICMP packets which when reassembled at the destination exceeds the 

maximum allowed size for an IP datagram. This can cause a system to crash. 

 Reconnaissance attack: In this attack the attacker attempts to learn as much as possible 

about the target’s network. Scanning is a technique used for this purpose which reveals 

open ports and other network information. Since the IPv4 address space is small, it is 

easier to scan the entire address space. 

 ARP poisoning and ICMP redirect: ARP spoofing is the technique of forging fake ARP 

messages on a network. The attacker updates a host's ARP cache with false information 

via spoofed ARP Replies. This technique is known as ARP Poisoning (Fewer, 2007). 

ICMP redirect tells a system to use an alternate path. This is normally used by routers to 

tell a host to send packets to a different gateway when it is sending packets to a wrong 

router. By forging ICMP redirect message an attacker can alter the routing table 

information in the host system. 

 

2.1. IPv6 security enhancements over IPv4 

Well-known security issues of IPv4 were taken into consideration while designing IPv6. Some 

mitigations implemented in IPv6 to these issues are the following: 

 Intermediate devices are not allowed to fragment packets, and by prohibiting overlapping 

packet fragments it is ensured that only the source devices can fragment. Moreover, if the 

reassembled packets were less than 1280 octets then the devices are supposed to drop 

them since any data link layer conveying IPv6 data must be capable of delivering an IP 

packet containing 1280 bytes or less without the need to invoke end-to-end fragmentation 

at the IP layer. These recommendations provide better fragmentation attack mitigation. 

 The broadcast storms which affected IPv4 were removed. Instead, Multicast and Anycast 

addresses are used instead. In order to mitigate broadcast attacks, RFC2463 specifies that 

“ICPMv6 messages should not be generated as a response to a packet with an IPv6 
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multicast destination address, a link-layer multicast address or a link-layer broadcast 

address.” 

 All fully compliant IPv6 devices are mandated to support IPSec.  IPv4 protocol had to 

retrofit IPSec headers into the original IPv4 frame, but IPv6 has the capability to support 

IPSec using extension headers (Kaeo, 2006). 

 

2.2. IPv6 security issues 

In spite of the efforts of designers to produce an internet protocol with built-in security, IPv6 has 

some security issues. It is important to remember that IPv6 is not a security panacea. 

2.2.1. Reconnaissance attacks 

The large pool of IPv6 address makes ping sweep and port scan difficult to complete. However, 

new multicast addresses in IPv6 enable an adversary to find a certain set of key systems (routers 

and servers) more easily. Moreover, if the administrators assign easy-to-remember addresses to 

key systems, the attack becomes much easier.   

2.2.2. Attacks due to auto-configuration 

As described in a previous section, in the stateless address auto-configuration mode (SLAAC), 

the router broadcasts the 64 bit global address and the node generates the remaining 64 bits are 

for its interface. Nodes (hosts and routers) use Neighbor Discovery for several functions such as 

finding neighboring routers to forward packets and keeping track of reachable neighbors (Narte, 

Nordmark & Simpson, 1998). An attacker could use this feature to advertise itself as a router and 

receive all traffic from the target. 

One of the steps in the auto-configuration process in IPv6 is that the interface performs DAD 

(Duplicate Address Detection) to make sure that no other node has the same IP address. An 

attacker in the link could send a reply packet saying that it possess the advertised IP address. The 

interface will generate another IP address and repeat the DAD process. If the attacker continues 

sending replies for every DAD, the system will eventually give up and wait for manual 

configuration. This constitutes a type of DOS attack. 

One more disadvantage of auto-configuration is that a rogue router could advertise a global 

prefix in a link and have nodes in that part of the network configure their IP addresses with the 

rogue global IPv6 prefix. Now the network becomes open to the attacker. 

 

2.2.3. Man-in-the-middle attack 

In this kind of attack, an attacker on the same link as its target could respond to a multicast 

message sent by its target to all nodes multicast address requesting the MAC address of a third 

node. After receiving the multicast message, the attacker sends a fake reply and takes over 

intended traffic flow between A and B (Caicedo, Joshi & Tuladhar, 2009). Figure 4 shows a 

diagram of the messages sent during this kind of attack. 
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Figure 4: Attacks on IPv6 related to the auto-configuration process (Caicedo et al, 2009) 

2.2.4. Type 0 routing header attack 

This feature of IPv6 allows an attacker to alter the IPv6 header and specify the path that a packet 

should take to its destination. The traffic can be forwarded through a set of nodes on its way to 

the destination. Thus, it opens up a way to create a DoS attack. An attacker could use this feature 

to saturate a particular part of the network.  

2.2.5. Dual-stack related issues 

Today most users’ networks are using IPv4.. There are three types of IPv6 to IPv4 tunnels which 

include Teredo, 6to4, and Intra-Site Automatic Tunnel Addressing Protocol (ISATAP). These 

tunnels allow IPv6 packets to be encapsulated inside IPv4 and sent through IPv4-enabled 

firewalls or network address translation (NAT) devices (Marshan, 2009). Thus, if firewalls aren’t 

fine-tuned to inspect IPv6 traffic inside IPv4 packets, attackers can make use of tunneling 

mechanisms to run attacks on a network.  

2.2.6. ICMP and Multicast addressing 

A network administrator can filter all ICMP and multicast traffic in IPv4 to prevent some attacks. 

However, ICMP and multicast are integral for the functioning of IPv6. It’s the responsibility of 

the network administrators to decide on which ICMP and multicast messages should be allowed.  

 

2.3. Security-related tools for IPv6 

THC-IPv6 is a complete tool set that can be used to test inherent protocol weaknesses in IPv6 

and ICMPv6. It includes the following tools: 
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 parasite6: ICMP neighbor solicitation/advertisement spoofer. It puts an attacker as man-

in-the-middle, same as ARP man-in-the-middle (and parasite). 

 alive6: An effective system scanning tool. 

 fake_router6: It announces the attacker as a router on the network with the highest 

priority. 

 redir6: It redirects traffic to the attacker intelligently (man-in-the-middle) with an ICMP 

redirect spoofer. 

 toobig6: It decreases MTU with the same intelligence as redir6. 

 detect-new-ip6: It detects new IPv6 devices which join the network. It can run a script to 

automatically scan these systems. 

 dos-new-ip6: It detects new IPv6 devices and tells them that their chosen IP collides on 

the network. 

 fake_mld6: It announces the attacker in a multicast group of your choice. 

 fake_mipv6: It steals a mobile IP to the attacker if IPSEC is not needed for authentication. 

 fake_advertiser6: It sends fake announces of the attacker on the network. 

 smurf6: Local smurf attack generator. 

 rsmurf6: Remote smurfer. 

 sendpees6: It generates neighbor solicitation requests with lots of cryptographically 

generated addresses. This keeps the CPU busy. 

Among other tools used to test security features on a protocol, a network, or analyze traffic are 

the following: 

 Sniffer and packet capture tools: Snort, TCPdump, Sun Solaris snoop, Wireshark, 

Windump, WinPcap, NetPeek, SnifferPro, ngrep. 

 Scanners: Halfscan6, Nmap, Netcat. 

 DOS Tools: 6tunneldos, 4to6ddos. 

 Packet forgers: Scapy6, SendIP, Packit. 

 Monitoring tools of IPv6 LAN networks: Nagios, Argus, MRTG. 

 General diagnostic tools for Linux: tracepath6, traceroute6, ping6. 
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3. IPv6 Security Test Bed: Attacks and Analysis 

Now, as the discussion moves onto the IPv6 test bed, the main aim in this paper is to look at IPv6 

security threats and understand how to prevent them. The test bed has been set-up using Cisco 

switches, hubs, five desktops, and two laptops. 

 

3.1. Lab network setup 

There are three different networks implemented in this test bed. The first network required two 

Linux PCs that acted as IPv6 routers and two client PCs. The router PCs provided router 

advertisements to clients for auto configuration. The PCs used as routers run Fedora Core 10 and 

each had two network interfaces. Configuration details and commands for troubleshooting are 

listed in Appendix A: Lab Equipment Configuration. Depending on the test to be performed, a 

laptop will be added to a Hub to carry on the attacks.  

The second and third networks were implemented using Cisco 3750 Switches, two client PCs, 

and two laptops. A diagram of the network implemented is provided before each test. None of 

the networks implemented is connected to the Internet or other external network. 

 

3.2. Fake router attack 

Router R1

Eth0= 2001:0db8:3c4d:4::1

Eth1= 2001:0db8:3c4d:2::1

Router R2

Eth0= 2001:0db8:3c4d:3::1

Eth2= 2001:0db8:3c4d:2::2

Eth2 

Eth0 

Eth1 

Eth0 

Eth0 

Client P

Eth0= 2001:0db8:3c4d:4::
Client Q

Eth0= 2001:0db8:3c4d:3::

Eth0 

H1
H2

Attacker A

Eth0= 2001:0db8:3c4d:4::

Monitor M

 
Figure 4: Network setup for the fake router attack 

This experiment is performed using the THC-IPv6 toolkit. Figure 4 describes the lab setup where 

“P” desktop is the target client, “Q” desktop is the victim, “R1 and R2” route packets, “H1” is 

the hub which is connected between “P” and “R1”, “H2” is the hub connected between “R2” and 

“Q”, “A” is the attacker, and “M” is the monitoring laptop. 
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3.2.1. Normal operation of the IPv6 network 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

Experiment 

1) Turn on computer “P” and “Q”. 

2) Wait till P and Q stabilize. 

3) P sends 10 pings to Q. 

4) Save Capture as normal1_mmddyyyy_attempt#.cap 

Observation 

 Table 3 shows the information of a Router Advertisement Packet sent out by R1. 

No. Time Source Destination Protocol Info 

1 0.000000 fe80::213:72ff:fe7d:5419 ff02::1 ICMPv6 Router advertisement 

Table 3: First Router Advertisement Packet sent out by R1 

 Frame 1 (110 bytes on wire, 110 bytes captured) 

Ethernet II, Src: Dell_7d:54:19 (00:13:72:7d:54:19), Dst: 

IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

        [0110 .... = This field makes the filter "ip.version==6" possible: 6] 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 56 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: fe80::213:72ff:fe7d:5419 (fe80::213:72ff:fe7d:5419) 

    Destination: ff02::1 (ff02::1) 

Internet Control Message Protocol v6 

    Type: 134 (Router advertisement) 

    Code: 0 

    Checksum: 0x3725 [correct] 

    Cur hop limit: 64 

    Flags: 0x00 

        0... .... = Not managed 

        .0.. .... = Not other 

        ..0. .... = Not Home Agent 

        ...0 0... = Router preference: Medium 

    Router lifetime: 15 

    Reachable time: 0 
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    Retrans timer: 0 

    ICMPv6 Option (Prefix information) 

        Type: Prefix information (3) 

        Length: 32 

        Prefix length: 64 

        Flags: 0xc0 

            1... .... = Onlink 

            .1.. .... = Auto 

            ..0. .... = Not router address 

            ...0 .... = Not site prefix 

        Valid lifetime: 2592000 

        Preferred lifetime: 604800 

        Prefix: 2001:db8:3c4d:4:: 

    ICMPv6 Option (Source link-layer address) 

        Type: Source link-layer address (1) 

        Length: 8 

        Link-layer address: 00:13:72:7d:54:19 

 P can successfully ping Q, P got replies for all 10 pings. 

 
Figure 5: Pings sent by P to Q (scenario 3.2.1) 

 

3.2.2. Fake router attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

Experiment 
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1. Turn on computers “P” and “Q”. 

2. Wait until P and Q stabilize. 

3. Ping from P to Q 10 times. 

4. Turn on A and wait for it to stabilize. 

5. Launch fake router attack.  

6. Send 10 pings to Q from P 

7. Save capture as Fakerouterattack1_mmddyyyy_count#.txt 

Observation 

 Table 4 shows the information of a Router Advertisement Packet sent out by R1. 

No. Time Source Destination Protocol Info 

1 0.000000 fe80::213:72ff:fe7d:5419 ff02::1 ICMPv6 Router advertisement 

Table 4: First Router Advertisement Packet sent out by R1 

 Frame 1 (110 bytes on wire, 110 bytes captured) 

Ethernet II, Src: Dell_7d:54:19 (00:13:72:7d:54:19), Dst: 

IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 56 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: fe80::213:72ff:fe7d:5419 (fe80::213:72ff:fe7d:5419) 

    Destination: ff02::1 (ff02::1) 

Internet Control Message Protocol v6 

    Type: 134 (Router advertisement) 

    Code: 0 

    Checksum: 0x36e9 [correct] 

    Cur hop limit: 64 

    Flags: 0x00 

        0... .... = Not managed 

        .0.. .... = Not other 

        ..0. .... = Not Home Agent 

        ...0 0... = Router preference: Medium 

    Router lifetime: 75 

    Reachable time: 0 

    Retrans timer: 0 

    ICMPv6 Option (Prefix information) 

        Type: Prefix information (3) 

        Length: 32 

        Prefix length: 64 

        Flags: 0xc0 

            1... .... = Onlink 

            .1.. .... = Auto 
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            ..0. .... = Not router address 

            ...0 .... = Not site prefix 

        Valid lifetime: 2592000 

        Preferred lifetime: 604800 

        Prefix: 2001:db8:3c4d:4:: 

    ICMPv6 Option (Source link-layer address) 

        Type: Source link-layer address (1) 

        Length: 8 

        Link-layer address: 00:13:72:7d:54:19 

 Client P is able to Ping Q 10 times successfully in step 3. 

 
Figure 6: Pings sent by P to Q on step 3 (scenario 3.2.2) 

 Fake router Advertisement Packet: Frame 64 (118 bytes on wire, 118 bytes captured) 

Ethernet II, Src: Dell_7b:3c:de (00:13:72:7b:3c:de), Dst: 

IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 64 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: fe80::213:72ff:fe7b:3cde (fe80::213:72ff:fe7b:3cde) 

    Destination: ff02::1 (ff02::1) 

Internet Control Message Protocol v6 

    Type: 134 (Router advertisement) 

    Code: 0 

    Checksum: 0x6258 [correct] 

    Cur hop limit: 255 

    Flags: 0x08 

        0... .... = Not managed 

        .0.. .... = Not other 

        ..0. .... = Not Home Agent 

        ...0 1... = Router preference: High 

    Router lifetime: 65535 

    Reachable time: 16384000 
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    Retrans timer: 1966080 

    ICMPv6 Option (MTU) 

        Type: MTU (5) 

        Length: 8 

        MTU: 1500 

    ICMPv6 Option (Prefix information) 

        Type: Prefix information (3) 

        Length: 32 

        Prefix length: 64 

        Flags: 0xc0 

            1... .... = Onlink 

            .1.. .... = Auto 

            ..0. .... = Not router address 

            ...0 .... = Not site prefix 

        Valid lifetime: infinity 

        Preferred lifetime: infinity 

        Prefix: 2001:db8:3c4d:5:: 

    ICMPv6 Option (Source link-layer address) 

        Type: Source link-layer address (1) 

        Length: 8 

        Link-layer address: 00:13:72:7b:3c:de 

 P fails to ping Q after the attack is launched and attacker becomes the default router 

 
Figure 7: Pings sent by P to Q on step 6 (scenario 3.2.2) 

3.2.3. Modified fake router attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

 The radvd.conf file has been modified to increase the router advertisements minimum 

time interval to 3 in Router R1. 
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Experiment 

1. Turn on computers “P” and “Q”. 

2. Wait until P and Q stabilize. 

3. Turn on A and wait for it to stabilize. 

4. Launch fake router attack.  

5. Send 10 pings to Q from P. 

6. Save capture as Modified_Fakerouterattack_mmddyyyy_count#.txt 

Observation 

 The time interval between consecutive router advertisement for both attacker and the 

router R1 is same which is observed in packet capture. 

 
Figure 8: Router Advertisement Packet sent out by R1 (scenario 3.2.3) 

 The modification of the radvd.conf file in Route R1 does not change the outcome of the 

attack. The attacker is still able to become the default router for the target. This confirms 

that router advertisement rate plays no part in the selection of default router. 

3.2.4. Variant of the fake router attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

Experiment 

1. Turn on computers “P” and “Q”. 

2. Wait until P and Q stabilize. 

3. Ping Q from P continuously. 

4. Turn on A and wait for it to stabilize.  

5. Launch fake router attack. 

6. Save capture as Fakerouterattack_Var1_mmddyyyy_count#.txt 

Observation 

 The observed packet capture showed the communication between the target and victim 

fails as soon as the attack is launched. The selection of attacker as default router is 
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immediate and ping replies stop after launching the attack. The screenshot of packet 

capture is shown below in which the ping replies stop after the first router advertisement 

from attacker is received. 

 
Figure 9: Pings sent by P to Q on step 6 (scenario 3.2.4) 

Whenever the attacker sent out the fake router advertisements, it became the default router in all 

experiments performed for client P. The attacker succeeded to become the default router over 

router R1 every time. The reason behind the attacker successfully becoming the default router is 

the high preference flag option compared to medium preference for router R1. 

Packet analysis of Router Advertisements for each router 

The packet structure of router advertisement is defined in RFC-4861 as shown in Figure 10. 

 
Figure 10: Router Advertisement packet structure 

The highlighted octet in Router Advertisement Packet structure set the options for the 

advertisement. 

 



Page 21 of 54 

 

Router Advertisement Field value comparison 

Flag option Possible Values Router R1 Attacker 

Managed Configuration (M) 
0-to be ignored by receiver; 

1-address available via DHCv6 
0 0 

Other Configuration (O) 
0-no other value available from DHCv6; 

1-other information available via DHCPv6 
0 0 

Home agent (M) 0-not an agent; 1-mobile home agent 0 0 

Router preference values 00-medium; 01-high; 11-low; 10-reserved 00 01 

Router Lifetime 16-bit number 15 65535 

Reachable time 32-bit number 0 16384000 

Retransmit timer 32-bit number 0 1966080 

Table 5: Attacker A and Router R1 Router Advertisement packets comparison 

It is shown in Table 5 that the attacker modifies the router preference field to set priority to high 

and also availability time to the highest possible value. Thus, it becomes the first choice when 

selecting the default router. 

The flags option in router advertisement field and their values are defined in RFC-5175. 

 

3.3. Parasite6 attack 

Router R1

Eth0= 2001:0db8:3c4d:4::1

Eth1= 2001:0db8:3c4d:2::1

Router R2

Eth0= 2001:0db8:3c4d:3::1

Eth2= 2001:0db8:3c4d:2::2

Eth2 

Eth0 

Eth1 

Eth0 

Eth0 

Client P

Eth0= 2001:0db8:3c4d:4::
Client Q

Eth0= 2001:0db8:3c4d:3::

Eth0 

H1
H2

Attacker A

Eth0= 2001:0db8:3c4d:4::

Monitor M

 
Figure 11: Network setup for the Parasite6 attack 
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The devices in the network described in Figure 11 are configured as follows: 

Device Parameters 

Client P 
MAC: 00:08:74:dc:7d:7b 

IP: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

Attacker A MAC: 00:13:72:7b:3c:de 

Router R1 MAC: 00:13:72:7d:54:19 

Client Q IP: 2001:db8:3c4d:3:213:72ff:fe76:6191 

Table 6: Characteristics of devices used in the Parasite6 attack 

3.3.1. Normal operation of the IPv6 network 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 IP forwarding has been turned ON in Attacker A 

Experiment 

1) Turn on computer “P” and “Q”. 

2) Wait till P and Q stabilize. 

3) P sends 10 pings to Q. 

4) Save Capture as normal1_mmddyyyy_attempt#.cap 

Observation 

 
Figure 12: Normal operation of the network before the Parasite6 attack 

 



Page 23 of 54 

 

3.3.2. First parasite6 attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

 IP forwarding has been turned ON in Attacker A 

Experiment 

1) Turn on computer “P” and “Q”. 

2) Wait till P and Q stabilize. 

3) P sends 10 pings to Q. 

4) Turn on A and wait for it to stabilize. 

5) Launch Parasite6 attack. 

6) P sends 10 pings to Q. 

7) Save capture as Parasite6attack1_mmddyyyy_count#.txt 

Observation 

 Before the attack has started (step 3) P is able to ping Q successfully. Pings from P go to 

Router R1 directly which forwards it to Q. The reply from Q is forwarded directly to P by 

R1. 

 
Figure 13: Echo Reply send from Q to P (scenario 3.3.2) 
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 The first echo request after the attack has started results in the following   

o Router R1 sends a Neighbor Solicitation following the echo request. 

o The attacker replies with a neighbor advertisement to R1 saying that it has the IP 

that belongs to P. 

o P also replies to the Neighbor solicitation of R1 with its own Neighbor 

Advertisement. The attacker repeatedly sends spoofed neighbor advertisement 

messages and overrides other entries in R1. The neighbor advertisements sent by 

both the Attacker and P have the override flag set to 1. 

o Now, the ping request sent by P to Q goes to R1, since the attacker is not 

impersonating the router. However, when R1 received a reply from Q to P, it 

forwards the reply to the attacker instead. The attacker generates a Neighbor 

solicitation message to find the real destination of the packet. Then, the attacker 

forwards the reply to P and completes a Man-in-the-Middle attack. 

The attacker launches a successful attack by repeatedly sending spoofed neighbor advertisements 

to any neighbor solicitation message generated on the network. Screenshots of these messages 

captured with Wireshark can be found in Appendix B: First Parasite6 Attack Captures. 

3.3.3. Second parasite6 attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

 IP forwarding has been turned ON in Attacker A 

Experiment 

1) Turn on computer “P” and “Q”. 

2) Wait till P and Q stabilize. 

3) Turn on A and wait for it to stabilize. 

4) Launch Parasite6 attack.  

5) Send 10 pings to Q from P. 

6) Save capture as Scenario2_Parasite6attack_mmddyyyy_count#.txt 

Observation 

 Changing the attack scenario didn’t produce any changes. The attacker effectively used 

the neighbor solicitation and neighbor advertisement messages to perform a Man-in-the-

Middle attack as in the previous scenario. 

 The packets from 77 to 91 describe the exact same process that occurred in the second 

part of the previous scenario. 
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Figure 14: Parasite6 attack packets (scenario 3.3.3) 

3.3.4. Variant of parasite6 attack 

Pre-conditions 

 All PCs are off. 

 Routers are up. All hubs are ON and M is connected to H1. 

 M does not have any networking service such as DHCP or DNS. 

 M is ON and capturing network traffic on H1. 

 Attacker “A” is off and connected to H1. 

 IP forwarding has been turned ON in Attacker A 

Experiment 

1) Turn on computer “P” and “Q”. 

2) Wait till P and Q stabilize. 

3) Ping Q from P continuously. 

4) Turn on A and wait for it to stabilize. 

5) Launch Parasite attack.  

6) Save capture as Parasite6_Var1_mmddyyyy_count#.txt 

Observation 

 The attack was effective when the attack was performed while P was continuously 

pinging Q. As soon as the attack started, an exchange of neighbor solicitation and 

neighbor advertisement messages took place. Similar to previous tests, the attacker 

successfully established a Man-in-the-Middle attack. 

 Packets 165 through 188 in Figure 15 show how the attacker established the Man-in-the-

middle. 
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Figure 15: Variant of Parasite6 Attack packets (scenario 3.3.4) 

 Before the attack starts, there is no evidence of man-in-the-middle. Once the attack is 

launched, the attacker performs a successful Man-in-the-Middle which is identical to 

previous scenarios. 

 

3.3.5. Parasite6 attack on a switched network 

In this scenario, the Parasite6 attack was conducted following the 4 scenarios, but the H1 was 

replaced by a Cisco 3750 switch. The results were the same for the first 3 scenarios. However, in 

the 4th scenario the attack failed because R1 did not generate any NS messages after the initial 

echo request. The attacker was not able to spoof neighbor advertisements and the attack failed. 

 
Figure 16: Parasite6 Attack on a Switched Network packets (scenario 3.3.5) 
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Figure 16 shows packets captured when the attack was launched in the fourth scenario. Initially a 

NS was generated following the first echo request, but there were no NS generated after the 

attack was started. The attacker wasn’t able to reply with its spoofed NAs and the attack failed. 

The attack failed in this scenario due to the memory on the switch. The switch’s memory 

maintains a table that matches the MAC address of each host and port it resides on. The attack 

was successful in the other scenarios using the switch is because the table in the switch has a 

Time-to-Live (TTL). When P stops sending pinging and starts over again, the TTL is exceeded 

and the switch has to learn everything again, which makes the attack possible. Screenshots of 

scenario 2 and 3 on a switched network can be found in Appendix C: First Parasite6 Attack on a 

Switched Network Captures. 

 

3.4. Denial of service using DAD spoofing 

 

Client P Client Q

Attacker A
R1

Cisco 3750 L3 Switch

Client R

Monitor M

 
Figure 17: Network setup for the DAD spoofing attack 

The network devices described in Figure 17 have the following characteristics: 

 A Cisco 3750 Layer 3 switch is used for IPv6 routing in the network. The router 

preference has been set to Medium. Port 1 is set up to be a router port and gives out 

router advertisements for devices in the link. 

Device Parameters 

Cisco 3750 IP: 2001:0db8:3c4d:4:21b:2aff:fef0:4bc3 

Attacker A MAC: 00:13:72:77:cc:d6 

Client P MAC: 00:08:74:dc:7d:7b 
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Client Q MAC: 00:13:72:7b:3c:de 

Client R MAC: 00:13:72:76:61:91 

Monitor M 
Windows XP with TCP/IP disabled on the 

monitoring interface 

Table 7: Characteristics of devices used in the DAD spoofing attack 

3.4.1. First scenario with DAD spoofing 

Pre-conditions 

 Switch R1 is active and giving out router advertisements. 

 M is ON and capturing network traffic on a mirror spanning port. 

 Wireshark is running and capturing packets on monitor. 

 Attacker A is active, and the DOS attack is active on the interface connected to R1. 

 All PCs are off and connected to the switch. 

Experiment 

1) Turn on Client P and wait till it stabilizes. 

2) Observe the packets and wait for network solicitation messages from P. 

3) Turn on Client Q and wait for to stabilize. 

4) Observe the packets and wait for network solicitation messages from Q. 

5) Turn on Client R and wait for to stabilize. 

6) Observe the packets and wait for network solicitation messages from R. 

7) Stop capture on the monitor and save file. 

8) Stop attack program. 

Observation 

 Client P, Q and R failed to assign themselves an IPv6 address.  

 Every time that a client auto-configures itself and starts the DAD (Duplicated Address 

Detection) process it receives a message indicating that the address is being used because 

the attacker deters clients from obtaining IP addresses by replying to all neighbor 

solicitation messages and claiming every address requested.  

 First Client P is turned on. It sends out a router solicitation message to find a router 

connected to the link and request information required for stateless auto-configuration. 

After receiving the information from the router advertisement, it generates an IP address 

and sends out a neighbor solicitation message to all local nodes in the link. Figure 18 

shows the packets generated in this process. 
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Figure 18: Packets generated during the auto-configuration process 

 Table 8 shows the information of a neighbor solicitation packet captured. 

No. Time Source Destination Protocol Info 

102 415.427754 :: ff02::1:ffdc:7d7b ICMPv6 Neighbor solicitation 

Table 8: First Router Advertisement Packet sent out by R1 

 Frame 102 (78 bytes on wire, 78 bytes captured) 

Arrival Time: Dec  9, 2009 16:13:41.738601000 

    [Time delta from previous captured frame: 0.341770000 seconds] 

    [Time delta from previous displayed frame: 0.341770000 seconds] 

    [Time since reference or first frame: 415.427754000 seconds] 

    Frame Number: 102 

    Frame Length: 78 bytes 

    Capture Length: 78 bytes 

    [Frame is marked: False] 

    [Protocols in frame: eth:ipv6:icmpv6] 

    [Coloring Rule Name: ICMP] 

    [Coloring Rule String: icmp || icmpv6] 

Ethernet II, Src: DellComp_dc:7d:7b (00:08:74:dc:7d:7b), Dst: 

IPv6mcast_ff:dc:7d:7b (33:33:ff:dc:7d:7b) 

    Destination: IPv6mcast_ff:dc:7d:7b (33:33:ff:dc:7d:7b) 

        Address: IPv6mcast_ff:dc:7d:7b (33:33:ff:dc:7d:7b) 

        .... ...1 .... .... .... .... = IG bit: Group address 

(multicast/broadcast) 

        .... ..1. .... .... .... .... = LG bit: Locally administered address 

(this is NOT the factory default) 

    Source: DellComp_dc:7d:7b (00:08:74:dc:7d:7b) 

        Address: DellComp_dc:7d:7b (00:08:74:dc:7d:7b) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address 

(factory default) 
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    Type: IPv6 (0x86dd) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

        [0110 .... = This field makes the filter "ip.version== 6" possible: 6] 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 24 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: :: (::) 

    Destination: ff02::1:ffdc:7d7b (ff02::1:ffdc:7d7b) 

Internet Control Message Protocol v6 

    Type: 135 (Neighbor solicitation) 

    Code: 0 

    Checksum: 0x9ee6 [correct] 

    Target: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

(2001:db8:3c4d:4:208:74ff:fedc:7d7b) 

 The target address is the address that client P generated. The destination address is the 

multicast address for all the nodes directly connected to it. The attacker replies with a 

neighbor advertisement packet claiming that it has the target address. Table 9 shows 

details of the packet. 

No. Time Source Destination Protocol Info 

107 415.427821 2001:db8:3c4d:4:208:74ff:fedc:7d7b ff02::1 ICMPv6 Neighbor solicitation 

Table 9: First Router Advertisement Packet sent out by R1 

 Frame 107 (86 bytes on wire, 86 bytes captured) 

Arrival Time: Dec  9, 2009 16:13:41.738668000 

    [Time delta from previous captured frame: 0.000036000 seconds] 

    [Time delta from previous displayed frame: 0.000036000 seconds] 

    [Time since reference or first frame: 415.427821000 seconds] 

    Frame Number: 107 

    Frame Length: 86 bytes 

    Capture Length: 86 bytes 

    [Frame is marked: False] 

    [Protocols in frame: eth:ipv6:icmpv6] 

    [Coloring Rule Name: ICMP] 

    [Coloring Rule String: icmp || icmpv6] 

Ethernet II, Src: Princeto_12:b2:cb (00:13:d8:12:b2:cb), Dst: 

IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

    Destination: IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

        Address: IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

        .... ...1 .... .... .... .... = IG bit: Group address 

(multicast/broadcast) 

        .... ..1. .... .... .... .... = LG bit: Locally administered address 

(this is NOT the factory default) 

    Source: Princeto_12:b2:cb (00:13:d8:12:b2:cb) 

        Address: Princeto_12:b2:cb (00:13:d8:12:b2:cb) 
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        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address 

(factory default) 

    Type: IPv6 (0x86dd) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

        [0110 .... = This field makes the filter "ip.version == 6" possible: 

6] 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 32 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

(2001:db8:3c4d:4:208:74ff:fedc:7d7b) 

    Destination: ff02::1 (ff02::1) 

Internet Control Message Protocol v6 

    Type: 136 (Neighbor advertisement) 

    Code: 0 

    Checksum: 0x10da [correct] 

    Flags: 0x20000000 

        0... .... .... .... .... .... .... .... = Not router 

        .0.. .... .... .... .... .... .... .... = Not adverted 

        ..1. .... .... .... .... .... .... .... = Override 

    Target: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

(2001:db8:3c4d:4:208:74ff:fedc:7d7b) 

    ICMPv6 Option (Target link-layer address) 

        Type: Target link-layer address (2) 

        Length: 8 

        Link-layer address: 00:13:d8:12:b2:cb 

 As a result the client P will not assign itself the address it generated and waits for some 

time interval before trying again, but every time the attacker replies claiming the address 

resulting in denial of service for the new client. 

 The sequence is repeated when client Q and R are connected. A detail of packets captured 

from Q can be found in Appendix D: Client Q under DAD spoofing attack. 

 

3.4.2. Second scenario with DAD spoofing 

Pre-conditions 

 Switch R1 is active and giving out router advertisements. 

 M is ON and capturing network traffic on a mirror spanning port. 

 Wireshark is running and capturing packets on monitor. 

 Attacker A is active, and the DOS attack is active on the interface connected to R1. 

 All PCs are off and connected to the switch. 
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Experiment 

1) Turn on Clients P, Q, and R at the same time, and wait for them to stabilize. 

2) Connect P, Q and R simultaneously to the switch. 

3) Observe the packets. 

4) Wait for some time before stopping capture. 

5) Stop capture on the monitor and save file. 

6) Stop the attack program. 

Observation 

 Connecting three devices simultaneously to the network has no effect on the result of the 

experiment; all three devices fail to obtain an IPv6 unicast address. Same sequence of 

Neighbor solicitation and Neighbor advertisement is observed. All three devices try to 

generate and check global addresses by using their respective local interface identifier but 

every address is claimed by the attacker. The packets generated and captured are the 

same as the one captured in the previous scenario. 

 Attacker is successful in denying the new devices from auto configuring address by 

claiming every address requested by any device. 

 

3.5. Redirect6 attack 

3.5.1. Redirect6 attack with two routers 

Client P

Victim

Client Q

Target

Attacker A
R1

Cisco 3750 L3 Switch

Monitor M

R2

Cisco 3750 L3 Switch

 
Figure 19: Network setup for the Redirect6 spoofing attack with two routers 
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The network devices described in Figure 18 have the following characteristics: 

 Cisco 3750 Layer 3 switches are used for IPv6 routing between the networks. The router 

preferences in both switches have been set to Medium, and port 1 is set up to be a router 

port and gives out router advertisements for devices in the corresponding link. 

Device Parameters 

Cisco 3750 R1 IP: 2001:0db8:3c4d:4:21b:2aff:fef0:4bc3 

Cisco 3750 R2 IP: 2001:0db8:3c4d:3:21b:2aff:fef0:4bc3 

Attacker A MAC: 00:13:72:7b:3c:de 

Client P MAC: 00:08:74:dc:7d:7b 

Client Q MAC: 00:13:72:76:61:91 

Monitor M 
Windows XP with TCP/IP disabled on the 

monitoring interface 

Table 10: Characteristics of devices used in the Redirct6 attack with two routers 

Pre-conditions 

 Switch R1 and R2 are active and giving out router advertisements. 

 M is ON and capturing network traffic on a mirror spanning port. 

 Wireshark is running and capturing packets on monitor. 

 Attacker A is active, and the DOS attack is active on the interface connected to R1. 

 All PCs are off and connected to the corresponding switch. 

Experiment 

1. Turn on Client P and wait until it stabilizes. 

2. Turn on Client Q and wait for to stabilize. 

3. Turn on Attacker and launch redirect attack program. 

4. Stop the capture on the monitor and save file. 

5. Stop the attack program. 

Observation 

 The attack program was not able to find the target MAC address and failed. 

 

 

3.5.2. Redirect6 attack with a single router 
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Client P

Victim

Client Q

Target

Attacker A

Monitor M

Switch R1

Cisco 3750 L3 Switch

Eth1Eth0

 
Figure 20: Network setup for the Redirect6 spoofing attack with a single router 

The network devices described in Figure 20 have the following characteristics: 

 A Cisco 3750 Layer 3 switch is used for IPv6 routing in the network. The router 

preference has been set to Medium. Ports 1 and 2 are set up to be a router port and give 

out router advertisements for devices in their links. 

Device Parameters 

Cisco 3750 R1 Eth0 IP: 2001:0db8:3c4d:4::1 

Cisco 3750 R1 Eth1 IP: 2001:0db8:3c4d:2::1 

Attacker A 
MAC: 00:13:72:77:cd:d6 

IP: 2001:0db8:3c4d:4::2 

Client P 
MAC: 00:08:74:dc:7d:7b 

IP: 2001:0db8:3c4d:4::4 

Client Q 
MAC: 00:13:72:7b:3c:de 

IP: 2001:0db8:3c4d:2::3 

Monitor M 
Windows XP with TCP/IP disabled on the 

monitoring interface 

Table 10: Characteristics of devices used in the Redirct6 attack with a single router 

Pre-conditions 

 Switch R1 is active and giving out router advertisements. 

 M is ON and capturing network traffic on a mirror spanning port. 

 Wireshark is running and capturing packets on monitor. 

 Attacker A is active, and the DOS attack is active on the interface connected to R1. 

 All PCs are off and connected to the corresponding ports. 
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Experiment 

1. Turn on Client P and wait until it stabilizes. 

2. Turn on Client Q and wait for to stabilize. 

3. Turn on Attacker and launch redirect attack program. 

4. Stop capture on the monitor and save file. 

5. Stop the attack program. 

Observation 

 The attacker did not redirect traffic from victim to target. For a successful attack, the 

attacker should be able to implant a route into the victim by sending redirect packets. The 

redirect message is an ICMPv6 packet type 137 which is sent by a router to inform a 

client that there is better gateway option through another router. The new next hop router 

should be connected directly to the client. Below is the Redirect Packet. 

 Frame 146 (174 bytes on wire, 174 bytes captured) 

Ethernet II, Src: Unigraph_ad:be:ef (00:00:de:ad:be:ef), 

The source address belongs to the attacker 

 

 Dst: DellComp_dc:7d:7b (00:08:74:dc:7d:7b) 

    Destination: DellComp_dc:7d:7b (00:08:74:dc:7d:7b) 

    Source: Unigraph_ad:be:ef (00:00:de:ad:be:ef) 

    Type: IPv6 (0x86dd) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 120 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: 2001:db8:3c4d:4::1 (2001:db8:3c4d:4::1) 

The source address is R1 but layer 2 address of attacker so the attacker 

makes the packet such a way that it came from real router 

 

    Destination: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

(2001:db8:3c4d:4:208:74ff:fedc:7d7b) 

The Destination address belongs to the victim 

 

Internet Control Message Protocol v6 

    Type: 137 (Redirect) 

    Code: 0 

    Checksum: 0x95d5 [correct] 

    Target: 2001:db8:3c4d:4:213:72ff:fe77:cdd6 

(2001:db8:3c4d:4:213:72ff:fe77:cdd6) 

Target address IPv6 address of attacker announcing as the new better 

path to reach Q which is the destination address below 

    Destination: 2001:db8:3c4d:2::3 (2001:db8:3c4d:2::3) 

    ICMPv6 Option (Target link-layer address) 
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        Type: Target link-layer address (2) 

        Length: 8 

        Link-layer address: 01:b8:4d:04:13:ff 

    ICMPv6 Option (Redirected header) 

        Type: Redirected header (4) 

        Length: 72 

        Reserved: 0 (correct) 

        Redirected packet 

        Internet Protocol Version 6 

            0110 .... = Version: 6 

            .... 0000 0000 .... .... .... .... .... = Traffic class: 

0x00000000 

            .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

            Payload length: 24 

            Next header: ICMPv6 (0x3a) 

            Hop limit: 255 

            Source: 2001:db8:3c4d:4:208:74ff:fedc:7d7b 

(2001:db8:3c4d:4:208:74ff:fedc:7d7b) 

            Destination: 2001:db8:3c4d:2::3 (2001:db8:3c4d:2::3) 

        Internet Control Message Protocol v6 

            Type: 129 (Echo reply) 

            Code: 0 

            Checksum: 0x0f90 [correct] 

            ID: 0xdead 

            Sequence: 0xbeef 

            Data (16 bytes) 

 

3.5.3. Redirect6 attack on a single network 

Client P

Victim

Client Q

Target Attacker A

Monitor M

Switch R1

Cisco 3750 L3 Switch

 
Figure 21: Network setup for the Redirect6 spoofing attack on a single network 

The network devices described in Figure 21 have the following characteristics: 
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 A Cisco 3750 Layer 3 switch is used for IPv6 routing in the network. The router 

preference has been set to Medium. Port 1 is set up to be a router port and gives out 

router advertisements for devices in the link. 

Device Parameters 

Cisco 3750 R1 Eth0 IP: 2001:0db8:3c4d:4:21b:2aff:fef0:4bc3 

Attacker A MAC: 00:13:72:77:cd:d6 

Client P MAC: 00:08:74:dc:7d:7b 

Client Q MAC: 00:13:72:7b:3c:de 

Monitor M 
Windows XP with TCP/IP disabled on the 

monitoring interface 

Table 11: Characteristics of devices used in the Redirct6 attack on a single network 

Pre-conditions 

 Switch R1 is active and giving out router advertisements. 

 M is ON and capturing network traffic on a mirror spanning port. 

 Wireshark is running and capturing packets on monitor. 

 Attacker A is active, and the DOS attack is active on the interface connected to R1. 

 Hub H1 is connected to R1. 

 All PCs are off and connected to the corresponding ports. 

Experiment 

1. Turn on Client P and wait until it stabilizes. 

2. Turn on Client Q and wait for to stabilize. 

3. Turn on Attacker and launch redirect attack program. 

4. Stop capture on the monitor and save file. 

5. Stop the attack program. 

Observation 

 The attacker did not redirect traffic from victim to target. 

 For all scenarios the redirect attack failed and the experiment was unsuccessful. The 

attacker could not become man in the middle. In addition to the last scenario, the team 

attempted certain modifications to the scenarios to try and complete the attack. However, 

the attack proved unsuccessful for all modifications. Modifications implemented: 

o Scenarios 2 and 3 were repeated using static IPv6 addresses and static routes. 

o Scenarios 2 and 3 were repeated replacing the Cisco Switch with a Linux machine 

configured as router with static address. 
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Appendix A: Lab Equipment Configuration 

Before configuring the devices in the network, it is important to verify that the Linux PCs have 

IPv6 stack installed, which is installed by default in most Linux distributions. In order to use the 

IPv6 auto configuration feature, the router PCs must have the Linux IPv6 Router Advertisement 

Daemon (radvd) installed. You may need to install it either from the installation DVD or by 

using the command ‘yum install radvd’ if it is not installed in the system by default (yum needs 

root privileges to execute the command). 

The network setup presented in Figure 4 is shown below in Figure 22. Two Linux based PCs 

acting as routers are used and two more PCs are connected to them and acting as clients PCs. 

Router R1

Eth0= 2001:0db8:3c4d:4::1

Eth1= 2001:0db8:3c4d:2::1

Router R2

Eth0= 2001:0db8:3c4d:3::1

Eth2= 2001:0db8:3c4d:2::2

Eth2 

Eth0 

Eth1 

Eth0 

Eth0 

Client P

Eth0= 2001:0db8:3c4d:4::
Client Q

Eth0= 2001:0db8:3c4d:3::

Eth0 

H1 H2

 
Figure 22: Lab Network Setup 

Routers Configuration 

The first step is to modify the network file in Router R1 and R2. This file can be found in the 

following path: 

“/etc/sysconfig/network” 

The network file should look as follow: 

NETWORKING=yes 

HOSTNAME=localhost.localdomain 

NETWORKING_IPV6=yes 

IPV6INIT=yes 

IPV6FORWARDING=yes 

IPV6_AUTOCONF=no 

IPV6_AUTOTUNNEL=no 
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IPV6_ROUTER=yes 

Next, add a static IPv6 address to the interface of the system. The static IP address should belong 

to the network where the advertisements will be sent. The path for the file is:  

“/etc/sysconfig/network-scripts/ifcfg-eth0” 

In this path, “eth0” is the name of the interface to be used, and it is usually eth0, eth1, or eth2. If 

the PC has only one Ethernet interface, it should be eth0. This file can be modified as follow to 

enable IPv6 and add a static IP address.  

DEVICE=eth0 

HWADDR=00:13:72:7d:54:19 

ONBOOT=yes 

BOOTPROTO=none 

USERCTL=no 

IPV6INIT=yes 

IPV6ADDR=2001:0dB8:3C4d:4::1/64 

IPV6_AUTOCONF=no 

NM_CONTROLLED=no 

TYPE=Ethernet 

This configuration is for the eth0 file on Router R1. Note that the IP address can also be 

configured using the command “ifconfig eth0” on the command line, but this way the address is 

temporarily placed in the network interface and removed when the Router is restarted.  

It is important for the objectives of this lab that the parameter IPV6_AUTOCONF is set to “no” 

and IPV6INIT to “yes”. The following configuration is for the eth1 file on Router R1.  

“/etc/sysconfig/network-scripts/ifcfg-eth1” 

ONBOOT=yes 

USERCTL=no 

PEERDNS=no 

IPV6INIT=yes 

BOOTPROTO=none 

IPV6ADDR=2001:0DB8:3C4D:2::1/64 

IPV6_AUTOCONF=no 

TYPE=Ethernet 

DEVICE=eth1 

NM_CONTROLLED=no 

HWADDR=00:02:b3:27:8b:3e 

Next, modify the radvd configuration file in the Router to send out the Router Advertisements. 

The radvd deamon must be installed in the Router at this point. The configuration file can be 

found in this path: 

“/etc/radvd.conf” 

Following is the radvd configuration for Router R1 to send out Router Advertisements: 

interface eth0 {  

        AdvSendAdvert on; 
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        MinRtrAdvInterval 3;  

        MaxRtrAdvInterval 10; 

        prefix 2001:0db8:3c4d:4::/64 {  

                AdvOnLink on;  

                AdvAutonomous on;  

                AdvRouterAddr on;  

        }; 

}; 

Save the file and then start the radvd service either from the command line by typing the 

command ‘service radvd start’ as a root user, or from the GUI by going to System > 

Administration > Services. It provides a list of services; go to radvd, enable and start it. It 

concludes the configuration of interfaces in Router R1. 

In Router R2, the network file looks the same as in Router R1. The configuration files for 

interfaces eth0 and eth2 in Router 2 are as follows: 

“/etc/sysconfig/network-scripts/ifcfg-eth0” 

DEVICE=eth0 

HWADDR=00:13:72:77:cd:d6 

ONBOOT=yes 

BOOTPROTO=none 

USERCTL=no 

IPV6INIT=yes 

IPV6ADDR=2001:0dB8:3C4d:3::1/64 

IPV6_AUTOCONF=no 

NM_CONTROLLED=no 

TYPE=Ethernet 

“/etc/sysconfig/network-scripts/ifcfg-eth2” 

BOOTPROTO=none 

ONBOOT=yes 

USERCTL=no 

IPV6INIT=yes 

NM_CONTROLLED=no 

TYPE=Ethernet 

IPV6_AUTOCONF=no 

IPV6ADDR=2001:0db8:3c4d:2::2/64 

DEVICE=eth2 

HWADDR=00:01:03:ba:83:34 

Also, the radvd configuration file (radvd.conf) in Router R2 should be modified as follow: 

interface eth0 {  

        AdvSendAdvert on; 

        MinRtrAdvInterval 3;  

        MaxRtrAdvInterval 10; 

        prefix 2001:0db8:3c4d:3::/64 {  

                AdvOnLink on;  

                AdvAutonomous on;  

                AdvRouterAddr on;  
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        }; 

}; 

It concludes the configuration of interfaces in Router R2. 

 

Clients Configuration 

The first step, before connecting the client PCs to the Routers, is to enable IPv6 and auto 

configuration on the clients. On client PCs modify the network controlling file as follow:  

/etc/sysconfig/network 

NETWORKING=yes 

HOSTNAME=localhost.localdomain 

NETWORKING_IPV6=yes 

IPV6INIT=yes 

IPV6FORWARDING=no 

IPV6_AUTOCONF=yes 

IPV6_AUTOTUNNEL=no 

Next, modify the configuration on the corresponding network interface: 

/etc/sysconfig/networking-scripts/ifcfg-eth0 

DEVICE=eth0 

HWADDR=00:13:72:7b:3c:de 

ONBOOT=yes 

BOOTPROTO=none 

IPV6INIT=yes 

IPV6_AUTOCONF=yes 

NM_CONTROLLED=no 

TYPE=Ethernet 

Connect the client PCs to their corresponding Router. As soon as you start the radvd daemon, the 

Routers begin to send Router Advertisement packets out on the interface configured in the radvd 

configuration file (radvd.conf), and the clients should create an IPv6 address using the 

information received in Router Advertisement packets. If the clients PCs do not receive Router 

Advertisement messages, the radvd daemon may not be running. 

For communications between both networks, static routes on each Router should be configured 

pointing to the network on the other Router. The mentioned static route configuration should be 

as follow: 

On first router 

/sbin/ip -6 route add 2001:0db8:3c4d:3::/64 via 2001:0db8:3c4d:2::2 

On second router 

/sbin/ip -6 route add 2001:0db8:3c4d:4::/64 via 2001:0db8:3c4d:2::1 

After entering these static routes, the clients of both networks can communicate with each other. 



Page 44 of 54 

 

Troubleshooting 

Restart your network 

service network restart 

Ping a computer: 

ping <host with ipv6 address> 

Display interface information: 

ifconfig <interface> 

ip -6 addr show dev <interface> 

Bring up/down an interface: 

ifconfig <interface> <up/down> 

ip link set dev <interface> <up/down> 

Add a temporary IP address: 

ifconfig <interface> inet6 add <ipv6address>/<prefixlength> 

ip -6 addr add <ipv6address>/<prefixlength> dev <interface> 

Display existing IPv6 routes: 

route -A inet6 

ip -6 route show [dev <device>] 

Add an IPv6 route (i.e. gateway): 

ip -6 route add <ipv6network>/<prefixlength> via <ipv6address> 

route -A inet6 add <ipv6network>/<prefixlength> gw 

Add an IPv6 route (i.e. Point-to-Point links): 

route -A inet6 add <ipv6network>/<prefixlength> dev <device> 

ip -6 route add <ipv6network>/<prefixlength> dev <device> 

Check neighbors IPv6 addresses: 

ip -6 neigh show [dev <device>] 

Stop ip6tables firewall: 

service ip6tables stop 

Disable automatic start of ip6tables firewall: 

chkconfig ip6tables off 
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Appendix B: First Parasite6 Attack Captures 

 Captures from attackers terminal: 

[root@localhost ipv6sys1]# ifconfig 

eth0      Link encap:Ethernet  HWaddr 00:13:72:7B:3C:DE   

          inet6 addr: 2001:db8:3c4d:4:213:72ff:fe7b:3cde/64 Scope:Global 

          inet6 addr: fe80::213:72ff:fe7b:3cde/64 Scope:Link 

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

          RX packets:33 errors:0 dropped:0 overruns:0 frame:0 

          TX packets:5 errors:0 dropped:0 overruns:0 carrier:0 

          collisions:0 txqueuelen:1000  

          RX bytes:3762 (3.6 KiB)  TX bytes:426 (426.0 b) 

          Interrupt:16  

 

lo        Link encap:Local Loopback   

          inet addr:127.0.0.1  Mask:255.0.0.0 

          inet6 addr: ::1/128 Scope:Host 

          UP LOOPBACK RUNNING  MTU:16436  Metric:1 

          RX packets:12 errors:0 dropped:0 overruns:0 frame:0 

          TX packets:12 errors:0 dropped:0 overruns:0 carrier:0 

          collisions:0 txqueuelen:0  

          RX bytes:800 (800.0 b)  TX bytes:800 (800.0 b) 

 

[root@localhost ipv6sys1]# cd Desktop/thc-ipv6-0.7 

[root@localhost thc-ipv6-0.7]# ./parasite6 eth0 

Remember to enable routing (ip_forwarding), you will denial service otherwise! 

Started ICMP6 Neighbor Solitication Interceptor (Press Control-C to end) ... 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7d:5419 as 

2001:0db8:3c4d:0004:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7b:3cde as 

2001:0db8:3c4d:0004:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0208:74ff:fedc:7d7b as 

fe80:0000:0000:0000:0213:72ff:fe7b:3cde 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7b:3cde as 

fe80:0000:0000:0000:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7b:3cde as 

2001:0db8:3c4d:0004:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7d:5419 as 

2001:0db8:3c4d:0004:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7d:5419 as 

2001:0db8:3c4d:0004:0208:74ff:fedc:7d7b 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7b:3cde as 

fe80:0000:0000:0000:0213:72ff:fe7d:5419 

Spoofed packet to fe80:0000:0000:0000:0208:74ff:fedc:7d7b as 

fe80:0000:0000:0000:0213:72ff:fe7b:3cde 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7d:5419 as 

fe80:0000:0000:0000:0213:72ff:fe7b:3cde 

Spoofed packet to fe80:0000:0000:0000:0213:72ff:fe7b:3cde as 

fe80:0000:0000:0000:0208:74ff:fedc:7d7b 
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Figure 23: First echo request after attack 

 

 
Figure 24: Neighbor Solicitation message from R1 
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Figure 25: Neighbor Advertisement from P to R1 

 

 
Figure 26: Echo reply from Q to P 
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Figure 27: Neighbor Advertisement from A to R1 in response to R1’s Neighbor Solicitation 

 

 
Figure 28: Echo request from P to Q 
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Figure 29: Echo reply from Q is forwarded by R1 to Attacker 

 

 
Figure 30: Neighbor Solicitation generated by the interface on which the attack is launched 
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Figure 31: Attackers reply to the above Neighbor Advertisement 

 

 
Figure 32: Attacker sending a Neighbor Advertisement to R1 



Page 51 of 54 

 

 
Figure 33: Neighbor Advertisement from P in response to the attacker Neighbor Solicitation 

 

 
Figure 34: Echo reply forwarded by the attacker to P 
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Appendix C: Parasite6 Attack on a Switched Network Captures 

 

 
Figure 35: Packets of scenario 2 of Parasite6 Attack on a Switched Network Captures 

 

 
Figure 36: Packets of scenario 3 of Parasite6 Attack on a Switched Network Captures 
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Appendix D: Client Q under DAD spoofing attack 

 Packets generated after Q is connected to the network 

Frame 170 (78 bytes on wire, 78 bytes captured) 

Arrival Time: Dec  9, 2009 16:16:48.247330000 

    [Time delta from previous captured frame: 0.328780000 seconds] 

    [Time delta from previous displayed frame: 0.328780000 seconds] 

    [Time since reference or first frame: 601.936483000 seconds] 

    Frame Number: 170 

    Frame Length: 78 bytes 

    Capture Length: 78 bytes 

    [Frame is marked: False] 

    [Protocols in frame: eth:ipv6:icmpv6] 

    [Coloring Rule Name: ICMP] 

    [Coloring Rule String: icmp || icmpv6] 

Ethernet II, Src: Dell_7b:3c:de (00:13:72:7b:3c:de), Dst: 

IPv6mcast_ff:7b:3c:de (33:33:ff:7b:3c:de) 

    Destination: IPv6mcast_ff:7b:3c:de (33:33:ff:7b:3c:de) 

        Address: IPv6mcast_ff:7b:3c:de (33:33:ff:7b:3c:de) 

        .... ...1 .... .... .... .... = IG bit: Group address 

(multicast/broadcast) 

        .... ..1. .... .... .... .... = LG bit: Locally administered address 

(this is NOT the factory default) 

    Source: Dell_7b:3c:de (00:13:72:7b:3c:de) 

        Address: Dell_7b:3c:de (00:13:72:7b:3c:de) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address 

(factory default) 

    Type: IPv6 (0x86dd) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

        [0110 .... = This field makes the filter "ip.version ==6" possible: 6] 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 24 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: :: (::) 

    Destination: ff02::1:ff7b:3cde (ff02::1:ff7b:3cde) 

Internet Control Message Protocol v6 

    Type: 135 (Neighbor solicitation) 

    Code: 0 

    Checksum: 0x22d8 [correct] 

    Target: 2001:db8:3c4d:4:213:72ff:fe7b:3cde 

(2001:db8:3c4d:4:213:72ff:fe7b:3cde) 

 Attacker replies to Q claiming the IP address 

Frame 176 (86 bytes on wire, 86 bytes captured) 

    Arrival Time: Dec  9, 2009 16:16:48.247430000 
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    [Time delta from previous captured frame: 0.000063000 seconds] 

    [Time delta from previous displayed frame: 0.000063000 seconds] 

    [Time since reference or first frame: 601.936583000 seconds] 

    Frame Number: 176 

    Frame Length: 86 bytes 

    Capture Length: 86 bytes 

    [Frame is marked: False] 

    [Protocols in frame: eth:ipv6:icmpv6] 

    [Coloring Rule Name: ICMP] 

    [Coloring Rule String: icmp || icmpv6] 

Ethernet II, Src: Ibtek_94:f4:20 (00:13:dc:94:f4:20), Dst: 

IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

    Destination: IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

        Address: IPv6mcast_00:00:00:01 (33:33:00:00:00:01) 

        .... ...1 .... .... .... .... = IG bit: Group address 

(multicast/broadcast) 

        .... ..1. .... .... .... .... = LG bit: Locally administered address 

(this is NOT the factory default) 

    Source: Ibtek_94:f4:20 (00:13:dc:94:f4:20) 

        Address: Ibtek_94:f4:20 (00:13:dc:94:f4:20) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address 

(factory default) 

    Type: IPv6 (0x86dd) 

Internet Protocol Version 6 

    0110 .... = Version: 6 

        [0110 .... = This field makes the filter "ip.version == 6" possible: 

6] 

    .... 0000 0000 .... .... .... .... .... = Traffic class: 0x00000000 

    .... .... .... 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000 

    Payload length: 32 

    Next header: ICMPv6 (0x3a) 

    Hop limit: 255 

    Source: 2001:db8:3c4d:4:213:72ff:fe7b:3cde 

(2001:db8:3c4d:4:213:72ff:fe7b:3cde) 

    Destination: ff02::1 (ff02::1) 

Internet Control Message Protocol v6 

    Type: 136 (Neighbor advertisement) 

    Code: 0 

    Checksum: 0x50e9 [correct] 

    Flags: 0x20000000 

        0... .... .... .... .... .... .... .... = Not router 

        .0.. .... .... .... .... .... .... .... = Not adverted 

        ..1. .... .... .... .... .... .... .... = Override 

    Target: 2001:db8:3c4d:4:213:72ff:fe7b:3cde 

(2001:db8:3c4d:4:213:72ff:fe7b:3cde) 

    ICMPv6 Option (Target link-layer address) 

        Type: Target link-layer address (2) 

        Length: 8 

        Link-layer address: 00:13:dc:94:f4:20 


